Smart RTU solution
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UAB Enilit

Enilit CMS

Our customers:
e integrators of electrical systems.

Enilit RTU

Users of Enilit RTU:

« electricity distribution companies;

« electricity transmission companies;

« electricity power generation companies;
« large industrial companies.

UAB Enilit First RTU was installed Conformance to IEC 61850 Conformance to
was established in the substation protocol was tested and IEC 60870-5-104
certified in KEMA DNV GL protocol was tested
and certified in DNV GL
L L L L L @
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Remote terminal unit

ENILIT RTU

@ IEC 60870-5-104 IEC 60870-5-101 @
— —
SCADA 2 SCADAN
I:I : oo

DNP 3.0 IEC 60870-5-101
=
SCADA 1 Other RTUs
— EEEE
Modbus ABE M RP 570 . |”| D"
oooo | | RTU B HH " v
glea_sure of |28 0lo Other RTUs
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IEC 61850 Enilit RTU| ¢ 6og70-5-103
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IED devices IED devices IED devices IED devices

A remote terminal unit (RTU) is a microprocessor-controlled
electronic device that interfaces physical world's objects to a
distributed control system or SCADA (Supervisory Control and
Data Acquisition System) by transmitting telemetry data to the
system and employing messages to control the connected objects
from the supervisory system.
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Data concentrator / Protocol gateway

A wide range of supported protocols and hardware ports makes Enilit RTU useful

in any situation where data concentrator or protocol gateway is needed:

IEC 61850

IEC 60870-5-101 IEC 60870-5-104

\
1
1

1

U

DNP 3.0 TCP/IP RP-570
ICP DCON DNP 3.0
Modbus TCP SPA-Bus
Modbus RTU/ASCII IEC 60870-5-103

OPC DA2

Protocol gateway monitors, manages and maintains
the remote equipment. The gateway possesses the
following features:

Unlimited data exchange multiple sessions using
communications protocols (Server, Client or both)
of IEC 61850, IEC 60870-5-101, IEC 60870-5-103,
IEC 60870-5-104, DNP 3.0 serial, DNP 3.0 TCP/IP,
Modbus RTU/ASCII, Modbus TCP, RP-570, OPC
DA2, SPA-Bus, ICP DCON, and other on request;

A gateway between energy protocols and OPC
DA/UA for multi-vendor SCADA software;

Parallel Redundancy Protocol (IEC 62439-3 PRP-1)
supported as a standard without extra "red box";

Two-way data exchange using standard
communications protocols;

A programmable logic that complies with the IEC
61131-3 standard.



Redundant RTU solution

Hot-Standby redundancy is a default setting
used in Enilit RTU.

The primary and secondary RTU systems run
simultaneously. The data is mirrored to the
secondary RTU in real time so that both systems
contain identical information. This method ’

. . . SCADA
allows switching over fast from the active to ~ . ® NETWORK
standby RTU because both of the RTUs have the
same data. Even if the serial connection speed

115,200 kbs is used, it is possible to transfer
about 500 events per second between the RTUs.

To support redundancy, RTUs must be connected
with each other with minimum one LAN, RS-
485 or RS-232 interface cable. These
communication paths are used to exchange real
time data between the active to standby RTU. It
is possible to use a maximum of 4
redundant connections between RTUs.

© RS-485 or RS-232 (COM1-COM12);
 RS-485 or RS-232 (COM1-COM12);
o LAN (ETH1-ETH4);
o LAN (ETH1-ETH4).




Enilit RTU is already working:

Lithuania - Malaysia - Bosnia & Herzegovina - Poland - India - Kingdom of Saudi Arabia.

ABB MicroSCADA - Wonderware Intouch - Martem SCADA - General Electric XA/21

Alstom Siemens Schneider Electric ABB Elektrometal
P 143 7536421 Vamp 40 RTU 560 Energetyka SA
P 145 7516451 Vamp 257 REF 630
P 443 7UT6131 Vamp 265 REC 670 e’ Tango 800
C 264 75385 Vamp 300F REB 670
P 446 AK 1703
P 841
P 746
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ENILIT RTU — cost-effective solution

Service

Hardware

We respect your time and resources, therefore, our friendly 3
flexible team provides immediate support minding individual cli

needs and challenges. Other RTU
Project cost
The unique built-in software Enilit CMS is the core tool which ma Tag licences

Enilit RTU both most user-friendly and cost-efficient — comforta Service
and work time saving: Hardware

* The configuration and operation of Enilit RTU is carr
out online on the device — no other software or cable is need
which saves time on preparation, configuration, commissio
and overall installation of the equipment as well as d
maintenance;

e The built-in protocol analyzer and real time signal {
command testing tool allows seeing online the data received §
sent through Enilit RTU and to simulate each signal, command
measurement from Enilit RTU through each of protocols;

® The user-intuitive approach of Enilit CMS software reduces Other RTU

time to train service staff to use the software; Project cost
Service software

® Great Tag capacity concept will not cause any extra costs in
future use of the device even if the number of tags exceeds
million tags.

Tag licences
Service

Hardware




Enilit RTU — flexible and compatible solution

Enilit RTU comes in two 19" wide and 6U high
aluminium frame system racks;

Connection between racks max. 15 m length;

Main RACK:

e 2 xPS modules;

e 1 xCPU module;

e 12 xinput/ output modules;

Extension with double RACK:
e 2 x PS modules;
e 16 x input/ output modules;

DI, DO, Al or ST modules could be installed in any
order according to the customer request. Any type
of module is allowed to be inserted in any slot.

eeeeeey

Environmental working conditions:
¢ Dry heat test: 70°C for 24 hrs;
® Damp heat test: 95% RH and 40°C for 48 hrs.
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Power supply PS module

Enilit RTU
PS

The second redundant power supply module
can beinstalled;

The second module works as a redundant
hot standby power supply, switching
reaction time isimmediate;

Inputrange:

® PS11:115VACG;
® PS21:230VAC;
PS31:110VDC;
PS41: 220V DC;
PS51:48VDC;

Protection against polarity reversal.

Inpu

PE

Power supply
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Central processor
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module

64-bit microprocessor of 1.6 Ghz;
Intel Atom internal watchdog;
2 GB Dynamic memory DRAM;

32 GB Flash memory (for software, databases, events,
waveforms, parameters);

4 pcs. Ethernet-based 10/100 BaseTx ports (not switched —
all 4 ports are able to work with different information network
gateway and have unique MAC) can be used for TCP IP type
protocols as:

e IEC61850; IEC 60870-5-104; DNP 3.0 TCP; Modbus TCP;

12 pcs. of RS232/RS485 COM ports (R145 interface) can be
used for RS type protocols as IEC 60870-5-101, IEC 60870-5-
103, DNP 3.0 serial, Modbus serial and other:

® CPU41 has 0xRS232 ports and 12 x RS485 ports;

® CPU42 has 4 xRS232 ports and 8 x RS485 ports;

e CPU43 has 8 xRS232 ports and 4 x R5485 ports;

® CPU 44 has 12 x RS232 ports and 0 x R5485 ports.



Digital input DI module

Enilit RTU
]|
bl [ -
b2 X 4
24 pcs. optically isolated DI with 1 common minus pi3 X3 i
for each 8 inputs; g:: g i N
Dl6 1
Input types: digital input, BCD code, pulse counter; bi7 g i 4
- pis [} e
Each digital input can be configured as a single or s | o
: A D19 R} ™
double signal on the same DI module; 3 oio [ N
g g DIt [P 4
LED indication for each digital input status; = b2 (472 N Extenal
a DI13 [X}173 evice
Protection against reversal polarity; . E:: g i : 2[]?,'3%%?
g % Di16 [ 16 4
Isolation: 2,5 kV - 50/60 Hz Imin; ; =
| D7 [+ 1
1 mstime tagging; % g ] 2:2 g T :
W g 19 N
Filtering; g 131 i:ﬁf gfj 4
5 g D22 [R}f7 ~
Input range: ¥ 3 Di23 K73 ™
o DI 11: 24V DC(16 ... 30V); 4 P B >

o DI21: 48V DC (34 ... 72V);
e DI31: 110V DC (80 ... 150V);
o DI41: 220V DC (150 ... 264V).

i)l
Battery




Digital output
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Enilit RTU
DO

DO1
DO2
DO3
DO4
DO5
DO6
DO7
DO8

DO9

DO10
DO11
DO12
DO13
DO14
DO15
DO16

DO17
DO18
DO19
D020
D021
D022
D023
D024

module

N

N

N

e i e

Sl H
Batt

attery

External
device
control
coils

24 pcs. single pole relays with one normally open
(NO) contact;

Each digital output channel can be configured as
Latch Type Short or Long Pulse Type and can be
executed in either Direct Execute or Select Before
Operate Execute manner;

Each digital output can be configured in a single or
double remote control or a set point output on the
same module;

LED indication for each digital output status;

Contact ratings according to EN60947-5-1:
e AC15, 250V AC, 3A;

® DC13,24VDC, 2A;

e DC13,250VDC, 0.2A.



Analog input AT module

12 pcs. of independent optically isolated
analog inputs;

Input range (current or voltage are
selectable for each input by the internal
jumper position):

e Al 31 current: -20 mAto +20 mA;

e Al31voltage: -10Vto 10V;

lower and upper range limits for each
analogue input can be defined separately;

LED indication for each analog input
status;

20 mstimetagging;

16 bits ADC.
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Communication modules

Six communication channels can be used for RS
serial type protocols as IEC 60870-5-101, IEC
60870-5-103, DNP 3.0 serial, Modbus serial and

el
[ayE] ¢ <

~ other;

(Y Various types of connectors:
® RJ-45 type;
e Glass FO ST type;

e Plastic FO PL type;

Status LED indication for each channel;
Communication module can be installed in a
separate rack without CPU (only power supply

required);

1 pcs. of RS-485 port to connect to the CPU COM
port via an external cable.
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Enilit — handy software tool for configuration and control

Enilit CMS is the software, a
hundred percent programmed by
the engineers of UAB Enilit, for the
configuration and management of
Enilit RTU. Windows based Enilit
CMS tool enables to configure 1/0
features, Master, Slave protocols,
PLC, Tags connections and also
performs live diagnostics at local
stations and remotely over TCP/IP.

Windows
Embedded

e N | Ll-l CMS C - Configuration

ey W RN

Lt b} ]

i
-
£

M - Management
S - Software

It is used to provide advanced
logic functionality in compliance
with the standard IEC 61131-3

o (5)




Monitoring and configuration options

!E,' Remote Desktop C}crrm_ll:&'&I S|

| Remote Desktop
1»¢ Connection

There are two ways connecting
Enilit RTU:

Computer: 10221 hd

Remote desktop connection;
Username:  EniltRemate

Saved credentials will be used to connect to this computer.
You can edit or delste these credentials.

Direct connection (no PC
required, only a monitor,
keyboard and mouse are
needed).

' Show Options Connect Help

connection

Direct
connection
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Cyber data security

Cyber security measures are implemented according to the standard IEEE 1686-2013

Main Cyber data security functions implemented in Enilit RTU:

Electronic access to Enilit RTU is password protected. It is not

possible to gain access to the device without a proper

password.

Strong user-created passwords are enforced:

e Aminimum of 8 characters is used;

® Atleast one uppercase and one lowercase letter;

® At least one number;

e Atleast one non-alphanumeric character (e.g., @%&*).

Authorization levels by password:

e View Data — the ability to view operational data (voltage,
currentand etc.);

e View Configuration Settings — the ability to view
configuration settings of Enilit RTU;

e Force Values —the ability to manually override real data with
manually entered data;

e Configuration Change — the ability to change configuration
files;

e Password Management — the ability to create, delete or
modify passwords;

o Audit Log —the ability to view and download the audit log.




Enilit - unique and user-friendly software

No special software and cable required;

Settings are changed online
(no compilation, no upload, no restart);

Simple user-friendly configuration;
Built-in communication protocol analyser;

Built-in real time signal and command
testing tool;

Unlimited programmable logic.

Demo software is available for download and
testing on Windows operating system PC
http://enilit.eu/downloads
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RTU
hardware
configuration

System
logs

Redundant
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configuration
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RTU slave (server)
o protocols configuration

o TAGS configuration

Logic configuration
TAG states window

o RTU master (client)
protocols configuration

SNTP
configuration




RTU hardware monitoring

Enilit RTU hardware state | _ (O] %]
slot 1 ||slot 3 | siot 6 slot 10 Slot 11 | slot 12 | slot 13 | siot 14 Slot 16 ||slot 17 |slot 18 | slot 19 | St 20 | Slot 21
= m - m) - b - = = m m| = = =
PS-11 || Empty CPU-42 Empty DO-31 | AI-31 | ST-61 | DI-31 ST-61 || Empty | Empty ST-61 | ST-61 | ST-61

110 ¥ AC

@er1 10 1- ol 19 T O ol ™ol ™o

O 12v TyEr 2 2 sT1 20 ST1 ST1 ST1 ST1
3O 2- RX (O 3O RX O RY O RX O Rx (O
130V 4O = 20 = >~ > ~
O run 50 3- ™ O 510 T O ™o ™o Mo

6 O sT2 6 O 512 sT2 512 512
Temp 7 C 7 8 4- e 7 8 R R¥ R¥ O RY
8 | = = = =
90 5- ™ol 98 T™* O O RO TXO

10 & ST3 10 O sT3 ST3 ST3 sT3
11 O 6- RO 110 RY O R¥ O RY O RY O
12 O =12 O = = = =
13 O 7- ™o 130 ™ O ™o ™Mol ™o

14 O ST4 14 O sT4 sT4 sT4 sT4
15 O 3- RO 15 1O e RY O RY O RY O
16 O =16 O 1= =l | =~
17 O g- ™ol 170 ™ O ™o ™ol ™o

18 ) STS 18 O ST5 STS ST5 ST5
19 ¢ 1|J- RO 190 RX O REO| RO RXO
20 O = 20 O =4 = = =
21 O 11- o 210 TH O HO| TXO| ™o

22 () ST6 22 ST6 ST6 ST6 ST6
23 12- RO 230 RX O REGC| RO RXO
24 O — 24 O i — — —

- configured and working, or not configured and empty - configured, but found another type of card

- not configured, but found - - configured and not working

o (19)




TAG management

TAG Manager
File About

(0)

[+] cB status
CB command
Lol Status1

~g Status2

Measurernent

(B status

CB cammand
Logic status
Logic cornrmand

Parameters Tags |
Status |Cnmmands|

| Branch
11 Substation|Feederl
28 SubstationFeeder1
27 SubstationFeeder1
24 Substation|Feeder 1\Measurement
22 Substation|Feeder 1\Measurement
22 Substation|Feeder 1\Measuremnent
21 Substation\Feeder 11 Measurarent
20 Substation|Feeder 1\Measurement
19 Substation|Feeder 1\Measurement
15 SubstationFeeder 1\Measurermnent
17 Substation\Feeder 11 Measurarent
16 SubstationFeeder 1\Measurement
12 Substation|Feeder2

Name
CB status
Status2
Statusl

Type
Status Integer 54 bits Close
Status Integer 64 bits QFF
Status Integer 64 bits oM
Status Float 64 bits
Status Float 64 bits
Status Float 64 bits
Status Float 64 hits
Status Float 64 bits
Status Float 64 bits
Status Float 64 bits
Status Float 64 hits
Status Float 64 bits
Status Integer 54 bits

Gtate  Value

Time
12018.06,10 15:32:05.502
a
1 2018.06.10 15:33:56.292
256000 2018,06,10 15:34,35.655

56000 2018.06,10 15:34.57.057
200000 2018.06.10 15:35:07.795
6 2018.06.10 15:35:23,.231

6 2018.06,10 15:36:10,.599

6 2018.06,10 15:36:21,4969

1500 2018.06.10 15:36:48.774
600 2018.06.10 15:37:01,106
2000 2018.06,10 15:37;19,360

0 2018.06,10 15:37:54.028

Quality
Ok
Ox00000000 MNat init
o3
Ok
Ok
ok
o3
0x00010000 Not sychronized
0x00000020 Overfiow
Ox00000008 Irvalid
Ok
0x00000020 Overfiow
Ok

[ [=]x]

Cause
Spontaneus
Mot defined
Spontaneus
Spontaneus
Periodic
Perindic
Background
Background
Background
Backaround
General Interrogation
Test mode
Spontaneus

|




Server / Client communication port monitoring

. Monitor : Hew IEC-104 slave [server] protocol =] S Monitor : Hew IEC-104 client [master] protocol [_ O] =]
V¥ Enabled v Foliow ¥ Log to fie Mew file | V¥ Enabled v Follow ¥ Log to file New file |
15:47:46.112 T »» APCI: Send  Sequence Number: 2 =] [(Edr s 116 i <4 AL . Dot =

[15:47:45 113 TX == APCI : Receive Sequence Number: 1

[15:47:46 112 TX »= 62 0E0400 02 00 6401 04000100 000000 14

[15:47:45 114 R¥ << 62 140200 02 0067 01 Q5000100 000000 22 B4 2FOC 04 06 12
[15:47:456. 115 R << APCI: Information J
[15:47:456. 115 R¥ << APCI: Send  Sequence Humber: 1

[15:47:46.115 R¥ << APCI : Receive Sequence Number: 1

[15:47:45.115 RX << AL TIEC_CS_MWA_1: Clodk synchronisation command

[15:47 456 115 RX << AL WER={ Humber=1}

15:47:46 115 RX << AL : COT={{ Activation }}

15:47:96.115 R << AL ORG=0

[15:47 456 115 RX << AL CAA=1

[15:47:36.115 RX <= 10 10A=0

[15:47:36.115 RX <= 10 : Thi=2018.06.10 12:47 :45. 114 W0
[15:47:36 117 Tx == 10 10A=0

[15:47:36 117 Tx == 10 : Thi=2013.06.10 12:47:46.115 W0 51U

(154745 117 Tx == AL TIEC_CS_MWA_1: Clodsynchronization command
[15:47 46 117 T == AL WER={ Humber=1}

[15:47 45 112 TX == AL COT={{ Activation confirmation }}

[15:47 45 112 TX == AL ORG=0

[15:47 45 112 TX == AL CAA=1

[15:47:45.118 TX == Length : 20

[15:47:46. 112 T == APCI: Information

[15:47:46.118 Tx == APCl: Send  Sequence Number: 32

(154745118 TX == APCI : Receive Sequence Number: 2

[15:47:456. 112 TX »= 62 140600 040067 01 OF 0001 00 000000 22 B4 2F2C 04 06 12
[15:47 65,117 RX << G2 0401 00 02 00

[15:47 56117 R << APCI: Supervisorny

[15:47 85117 RX << APCI : Receive Sequence Number: 4

[15:42:16.117 RX << 623 04 43 00 00 00

[15:42:16. 117 R << APCI: TestFR activation

[15:42:16. 117 T == Length : 4

[15:42:16. 117 T == APCI: TestFR confirmation

4] |

ol

(1547 45 116 RX <= 0:10A=0

(1547 45 116 RX <= 10 : QOI=Station interragation (global)
15:47:96.116 RX << Length : 14

[15:47 46 116 RX <2 APCI : Information

[15:47 46 116 RX <2 APCl: Send  Sequence Humber: 2
[15:47 45 116 Rx <= APCI: Receive Sequence Number: 1

(1547 45,116 RX <= AL TI=C_IC_MA_1 : Interregation command
(1547 45 116 RX <= AL WSR={ Number=1}

(1547 45 116 RX <= AL COT={{ Activation termination } 1
6116 RX <= AL ORG=0

6116 RX <= AL CAs=1

6116 RX <= 10 : 10A=0

46 116 RX << |0 : @0I=Station interragation (global)
[15:47 45212 RX <262 140600 040067 01 OF 000100 000000 23 B4 2F 2C0A 06 12
[15:47 45,318 Rx <= Length : 20

[15:47 45,218 R¥ <= APCI: Infarmation

[15:47 46212 RX <2 APCl: Send  Sequence Number: 2

[15:47 456,318 Rx <= APCI: Receive Sequence Number: 2

[15:47 46,318 RX <= AL TI=C_CS_MA_1 : Clodk synchronization command
(1547 456318 RX << AL WSR={ Number=1}

(1547 4456218 RX <2 AL COT={{ Activation confirmation }}
(1547 4456218 RX <2 AL ORG=0

6318 RX <= AL CAs=1

6318 RX <= 10 : 10A=0

(1547 4456218 RX <2 10 Thi=2012.06.10 12:47 46 115 Wh:0 SU
[15:47 56117 TxX == Length : 4

[15:47 56 117 Tx == APCI: Supenizony

[15:47 56 117 Tx == APCl: Receive Sequence Number @ 4

[15:47:56 117 Tx == G2 0401 00 02 00

[15:42:16. 117 TX == Length : 4

[15:42:16. 117 TX == APCI: TestFR activation

[15:42:16.117 Tx == G2 04 42 00 00 00

l |
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Logic functions on

(no IsaGraf required)

2 Create new Legic

== 24 |

(2 Create new Logic

o= 2 |

=] Main
Priority
Tag ID
Tag

=] Logic
Operation
Result TRUE
Result FALSE

a
40
35 kwv\Group 1\5tatus 1

o

[=] Main
Priority
Tag ID
Tag

[~ Logic
Qperation
Result TRUE
Result FALSE

0
40
35 kv Group 1\5tatus 1

W

WA A A

Result TRUE

Cancel

On TRUE result set Tag value to defined. Leave empty, if You do not want to

Add Close Add

Operation

Logic Operation used for value calcu XOR Bits

Cancel
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Enilit RTU tested and certified

DNV:-GL

ATTESTATION OF CONFORMITY EMC Directive 2014/30/EC
No. 10096758-INC 18-2605 IEC EN 55022:2010;

Issued to: for the product:

Enilit Enilit RTU . .
V::\:Eriq g. 134-221, T;:):a: IEC 104 Controlled station, IEC EN 550242010/
LT-46352 Kaunas, Software Version: Enilit CMS V4.0

Lithuania Interface Type: Ethernet (RJ4S) IEC EN 61000-3-2:2006;
4iththe implemented communication pratocol IEC EN 61000-4-2:2009;

IEC 60870-5-104 ed.2 (IS 2006) IEC EN 61000-4-4:2012:

Network Access for IEC 60870-5-104 using standard transport profiles in Standard direction and the !
Enilit default Protocol Implementation Document for IEC 60870-5-104 V.3, IEC EN 61000-4-5: 2006,

The product has not been shown to be non-conforming to the specified protocol standard, including the IEC EN 61000_4_6.2014;

interface requirements. IEC EN 61000-4-8,2010,

End-to-End data element tests for the Information and control points as described in manufacturer

Pr | Impl Confor S PICS) h b 's

mplernePtaion. Funcional 1ass In centraled mod are peformed fortne olowing evties IEC EN 61000-4-16:2015;
* Resundany o  Conmenat Wanarizgon IEC EN 61000-4-17:2008;
« Cyclic data transmission + Transmission of Integrated Totals

 Reuson of ens oo < et procadire ™ IEC EN 61000-4-18:2011;
= General = File Transfer
IEC EN 61000-4-29:2004.

The test campalgn did net reveal any errors in the product’s protocol implementation.

This Attestation is granted on account of tests made at location of DNV GL in Arnhem, the Metherlands
and performed with DNV GL UniGrid Telecontrol Simulator version 2.0.0 running CS104 Test Suite

asons, re 15 Gown i1 DAY, GL reportno. 10096 TSR-NC 1a.g60a. o Temarke and LVD Directive 2014/35/EC:
The tests have been caried ost <n ana sl;\g\i specimen of the product, ;;fz.sttgcdo:fgrir:;uto;:: IEC EN 60950‘12006/A112009

th
production with the specimen tested by DNV GL is not the m;ponsm.m;a of DNV GL.

Arnhem, June 12, 2018
i b — Environmental testing:

M — —éﬁz’*ﬁ* IEC EN 60068-2-2:2007;

2.7 Mulder DNV-GL Davood Hohammadi Sooran IEC EN 60068-2-78:2013;

Business Leader DNV ICEASA s o DY GL Test Consultant

Interoperability of smart power systems. (950/ o
© RH and 40°C for 48 hrs.
O,

IMPORTANT: Remarks apply to this implementation. See the resulting report for full details. Publication of this document is )

T ks e, S e P s o et mst) & 70°C for 24 hrs).

5 not allowed uniess permission has been explicitly given either in the report{s) or by previous latter.

o (23)
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